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This	
  slide:	
    
“Wireless	
  is	
  everywhere	
  and	
  important”



Loca:on	
  Informa:on:	
  Large	
  and	
  Small	
  Scale

Interac:on	
  between	
  the	
  cyber	
  and	
  physical	
  systems:	
  
• increased	
  security,	
  privacy	
  and	
  safety	
  risks	
  	
  
• Naviga:on,	
  Loca:on-­‐based	
  Access	
  Control,	
  Tracking	
  of	
  

people	
  and	
  valuables,	
  Protec:on	
  of	
  cri:cal	
  infrastructures,	
  
Emergency	
  and	
  rescue	
  

• ...  

!
!



!

!

!

!

Are	
  we	
  physically	
  close?	
  



!

!

!

!

Are	
  you	
  physically	
  close	
  to	
  me?	
  



!

!

!

!

Is	
  this	
  message	
  coming	
  from	
  close	
  by?



V,P:	
  are	
  we	
  close?	
  
!

Secure	
  Ranging:	
   
Compute	
  a	
  ‘correct’	
  range	
  to	
  a	
  trusted	
  device	
  in	
  the	
  presence	
  of	
  

an	
  a?acker.	
  

V P

M



Example:	
  Passive	
  Keyless	
  Entry	
  and	
  Start	
  Systems	
  (PKES)	
  
!
!
!
!
!
!
!
Entry:	
  Key	
  fob	
  needs	
  to	
  be	
  close	
  for	
  the	
  car	
  to	
  open	
  
Start:	
  Key	
  fob	
  needs	
  to	
  be	
  in	
  the	
  car	
  to	
  start	
  the	
  car	
  

!
No	
  need	
  for	
  human	
  ac:on: 

(no	
  buUon	
  pressing,	
  fob	
  can	
  be	
  in	
  purse)  

<2m



PKES	
  protocol	
  

Fresh	
  Challenge	
   
(LF,	
  120-­‐135	
  KHz)	
  

Authen2c	
  Reply	
  	
    
(UHF,	
  315-­‐433	
  MHz)	
  

short	
  range	
  (<2m)

long	
  range	
  (<100m)If:	
  	
  
-­‐	
  correct	
  key	
  K	
  is	
  used	
  
-­‐	
  reply	
  within	
  Max	
  Delay	
  

then:	
  
-­‐	
  open	
  door	
  /	
  start	
  car

K K



The	
  main	
  assump:on:	
    
communica:on	
  implies	
  proximity	
  

!

But	
  it	
  doesn’t!	
  (in	
  adversarial	
  seKngs)



Relay	
  aUack	
  on	
  PKES	
  (wired)	
  [1]

far, far, away

M1 M2
2-8m <2m

[1] Aurelien Francillon, Boris Danev, Srdjan Capkun 
Relay Attacks on Passive Keyless Entry and Start Systems in Modern Cars 
NDSS 2011



Relay	
  aUack	
  on	
  PKES	
  (wired)	
  [1]

far, far, away

M1 M2
2-8m <2m

“Wired”	
  a;ack:	
  60m	
  wire	
  between	
  M1	
  and	
  M2	
  and	
  some	
  antennas	
  	
  
Result:	
  car	
  opened	
  and	
  started	
  	
  
• did	
  not	
  stop	
  aeer	
  relay	
  broken	
  
• worked	
  in	
  through	
  house	
  windows	
  



Relay	
  aUack	
  on	
  PKES	
  (wireless)	
  [1]

< 10 ns of processing delay

< 10 ns of processing delay



Distance	
  of	
  a?acker	
  to	
  key	
  (owner)	
  
!
!
!
!
!
!
!
Maximum	
  Delay	
  not	
  detected	
  by	
  the	
  car	
  



Distance	
  of	
  a?acker	
  to	
  key	
  (owner)	
  
!
!
!
!
!
!
!
Maximum	
  Delay	
  not	
  detected	
  by	
  the	
  car	
  

5 km

1500 km



Immediate	
  countermeasures	
  	
  
• Shield	
  the	
  key	
  	
  
• Remove	
  the	
  baUery	
  from	
  the	
  key	
  	
  

!
Lesson	
  learnt:	
  communicaMon	
  does	
  not	
  imply	
  proximity	
  	
  
• no	
  control	
  over	
  aUackers	
  antenna	
  gain, 

transmission	
  power,	
  ...	
  	
  
• assump:ons	
  on	
  aUacker’s	
  processing	
   

speed	
  are	
  hard	
  to	
  make	
  
!

Way	
  forward:	
  
• Build	
  a	
  new	
  system	
  that	
  securely	
   

verifies	
  proximity	
  through	
  precise	
  Mming	
  
• Industry	
  is	
  already	
  working	
  on	
  this	
   

(e.g.,	
  3DB	
  Access)



V,P:	
  are	
  we	
  close?	
  
Secure	
  Ranging:	
   
Compute	
  a	
  ‘correct’	
  range	
  of	
  a	
  trusted	
  device	
  in	
  the	
  presence	
  
of	
  an	
  aUacker.	
  	
  

!
V:	
  is	
  P	
  close?	
  

Proximity	
  VerificaMon:	
  	
   
Verify	
  the	
  correctness	
  of	
  a	
  proximity	
  claim	
  of	
  an	
  untrusted	
  
device.  

V P

M



More	
  Proper:es

Distance	
  Fraud Terrorist	
  Fraud

Mafia	
  Fraud Distance	
  Hijacking	
  [2]

[2] Cas Cremers, Kasper Bonne Rasmussen, Benedikt Schmidt, Srdjan Capkun 
Distance Hijacking Attacks on Distance Bounding Protocols, IEEE S&P 2012



Systems	
  Affected	
  (current	
  and	
  future)

• NFC	
  payments:	
  proximity	
  =>	
  authoriza:on	
  to	
  pay	
  
• Buildings/Offices:	
  proximity	
  =>	
  authoriza:on	
  to	
  enter	
  
• Implants:	
  proximity	
  =>	
  access	
  control	
  to	
  data	
  /	
  configura:on	
  
• WiFi:	
  proximity	
  =>	
  access	
  to	
  network	
  	
  	
  	
  
• Key	
  establishment:	
  proximity	
  =>	
  inten:on	
  to	
  pair	
  devices	
  
• PKES:	
  proximity	
  =>	
  authoriza:on	
  to	
  enter	
  /	
  drive	
  
• ...	
  

reader reader



!

!

Lesson	
  learned:	
   
AuthenMcated	
  communicaMon	
   

doesn’t	
  imply	
  proximity! 
!

We	
  need	
  to	
  build	
  different	
  primi:ves: 
Distance	
  Bounding	
  Protocols



	
  Secure	
  Proximity	
  Verifica:on	
  using	
   
Distance	
  Bounding	
  Protocols	
  [3]

P

dr

V P

d = (tr-ts-tp)c/2

tp

t

t

}
NV

V P

f(NP,NV)

	
  V:	
  is	
  P	
  close?

[3] Stefan Brands, David Chaum: Distance-bounding protocols, Eurocrypt '93.



Distance	
  Bounding:	
  f()	
  and	
  tp

Provers	
  should	
  quickly	
  receive	
  NV,	
  compute	
  f(NV,NP)	
  and	
  send	
  f(NV,NP)	
  	
  
• The	
  verifier	
  es:mates	
  prover’s	
  processing	
  =	
  tp	
  	
  
• If	
  aUacker’s	
  processing	
  =	
  0	
  then	
  he	
  can	
  cheat	
  by	
  tp/2	
  	
  
• Thus	
  ideally	
  tp=0s,	
  in	
  most	
  applica:ons	
  tp=1-­‐2ns	
  (15-­‐30cm)	
  
• tp	
  needs	
  to	
  be	
  stable	
  and	
  short	
  

Main	
  assumpMon:	
  we	
  do	
  not	
  control	
  the	
  prover 

V P

d = (tr-ts-tp)c/2

tp<< tr-ts

t

t

}
NV

f(NP,NV)



Distance	
  Bounding:	
  f()	
  and	
  tp

[4]	
  sign(),	
  h(),	
  mac(),	
  E(),	
  ...	
  =>	
  tp	
  >>	
  ns	
  
[3]	
  XOR	
  =>	
  tp	
  =	
  ?	
  	
  
[5]	
  bit	
  comparison	
  =>	
  tp	
  =	
  ?	
  

	
  >	
  30	
  proposed	
  protocols

V P

[3] Stefan Brands, David Chaum: Distance-bounding protocols, Eurocrypt '93. 
[4] Thomas Beth and Yvo Desmedt. Identification tokens - or: Solving the chess grandmaster problem, CRYPTO ’90:  
[5] Gerhard Hancke, Markus Kuhn: An RFID distance-bounding protocol, SecureComm 2005



Distance	
  Bounding:	
  Nv	
  length

NV	
  and	
  f(NV,NP)	
  should	
  be	
  “short“	
  in	
  the	
  #	
  of	
  bits	
  [6]	
  
• short	
  compared	
  to	
  the	
  required	
  accuracy	
  /	
  security

V P

tp<< tr-ts

t

t

}
NV

f(NP,NV)

NV

f(NP,NV)

[6] Jolyon Clulow, Gerhard P. Hancke, Markus G. Kuhn, and Tyler Moore.  
So near and yet so far: Distance-bounding attacks in wireless networks, ESAS, 2006



Distance	
  Bounding:	
  symbols

Assuming	
  |NV|=1bit,	
  the	
  symbols	
  should	
  be	
  short	
  as	
  well	
  [6]	
  
• short	
  compared	
  to	
  the	
  required	
  accuracy	
  /	
  security	
  
• Early	
  Detec:on	
  	
  
• Late	
  Commit	
  
• Note:	
  channel	
  spread	
  does	
  not	
  help	
  
• Ideal:	
  short	
  (<1ns)	
  UWB	
  pulses

symb

tsymb
tdetect



Distance	
  Bounding:	
  symbols

Example:	
  Chirp	
  SS	
  ranging	
  (802.15.4)	
  systems	
  strongly	
  affected	
  
• long	
  symbol	
  lengths	
  allow	
  for	
  simple	
  ED	
  and	
  LC	
  aUacks	
  
• Early	
  Detec:on	
  	
  
• Late	
  Commit	
  
• AUacks	
  on	
  CSS	
  ranging	
  system	
  successful	
  [7]

symb

tsymb
tdetect

[7] Aanjhan Ranganathan, Boris Danev, Aurélien Francillon, Srdjan Capkun,  
Physical-Layer Attacks on Chirp-based Ranging Systems 
In Proceedings of the ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec), 2012



Thus	
  in	
  order	
  to	
  build	
  a	
  DB	
  system	
  ..	
  

We	
  need:	
  
• prover	
  to	
  receive,	
  process	
  and	
  send	
  in	
  few	
  nseconds	
  
• robust	
  logical	
  and	
  physical-­‐layer	
  protocol	
  design	
  

=>	
  
• a	
  fast	
  processing	
  func7on	
  (order	
  of	
  ns)	
  
• appropriate	
  modula7on	
  (i.e.,	
  short	
  symbol	
  lengths)	
  
• high	
  precision	
  ranging	
  system	
  	
  
• DB	
  protocols	
  	
  

!
Different	
  choices	
  will	
  lead	
  to	
  different	
  security	
  guarantees:	
  	
  
• distance	
  by	
  which	
  the	
  aUacker	
  can	
  cheat	
  
• types	
  of	
  aUacks	
  that	
  the	
  system	
  resists	
   

(mafia,	
  distance,	
  terrorist,	
  hijacking)	
  



Main	
  Design	
  Choices

• Digital	
  transceiver	
  [8]	
  
• longer	
  processing	
  :mes	
  
• broader	
  choice	
  of	
  func:ons	
  
• easier	
  protocol	
  design	
  

• Analog	
  transceiver	
  [9]	
  
• shorter	
  processing	
  :mes	
  
• limited	
  set	
  of	
  func:ons	
  
• more	
  restricted	
  protocol	
  design

[8] Nils Ole Tippenhauer 
Physical-Layer Security Aspects of Wireless Localization, PhD Thesis, ETH Zurich, 2012 
[9] Kasper Bonne Rasmussen, Srdjan Capkun 
Realization of RF Distance Bounding, USENIX Security Symposium, 2010



Digital	
  [8]

• f()	
  =	
  XOR	
  
• UWB-­‐based	
  ranging	
  (1ns	
  pulses)	
  
• Special	
  modula:on	
  (SEM),	
  a	
  form	
  of	
  PPM	
  
• Protocols:	
  many	
  protocols	
  can	
  work	
  on	
  top	
  
• <	
  70ns	
  processing	
  delay	
  =>	
  10m	
  distance	
  reduc7on



Analog	
  [9]

Challenge	
  ReflecMon	
  with	
  Channel	
  SelecMon	
  	
  
• Prover	
  does	
  not	
  interpret	
  Nv	
  (only	
  reflects	
  it)	
  
• All	
  Mme-­‐criMcal	
  processing	
  is	
  done	
  in	
  analog	
  
• Verifier	
  does	
  “all	
  the	
  work”	
  	
  
• 1ns	
  of	
  processing	
  delay	
  =>	
  15cm	
  of	
  distance	
  reduc7on



Main	
  Design	
  Choices

• Digital	
  transceiver	
  [8]	
  
• longer	
  processing	
  :mes	
  (70	
  ns	
  =>	
  10m);	
  (upd	
  2013:	
  40ns)	
  
• broader	
  choice	
  of	
  func:ons	
  (XOR,	
  comparison,	
  ...)	
  
• easier	
  protocol	
  design	
  	
  
• Broader	
  applica:on:	
    

Distance,	
  Mafia,	
  Terrorist,	
  Hijacking	
  -­‐	
  resilient	
  
• Analog	
  transceiver	
  [9]	
  

• shorter	
  processing	
  :mes	
  (1ns	
  =>	
  15cm)	
  
• limited	
  set	
  of	
  func:ons	
  (analog)	
  
• more	
  restricted	
  protocol	
  design	
  	
  
• More	
  narrow	
  applica:on: 

Distance,	
  Mafia	
  -­‐	
  resilient	
  	
  
• Analog	
  transceiver	
  with	
  Terrorist	
  Fraud	
  Resilience	
  [7]	
  

• compromise	
  on	
  the	
  processing	
  :me	
  (0.5m,	
  4.51m)



Formal	
  Analysis	
  of	
  Distance	
  Bounding

Authen:ca:on	
  and	
  Key	
  Establishment	
  protocols	
  	
  
• analyzed	
  in	
  the	
  Dolev-­‐Yao	
  model	
  	
  	
  
• no	
  no:ons	
  of	
  loca:on,	
  channel	
  characteris:cs,	
  (or	
  :me)	
  
• the	
  same	
  frameworks	
  cannot	
  analyze	
  DB	
  protocols	
  

!
New	
  frameworks	
  can	
  capture	
  physical	
  proper:es	
  (Mme,	
  locaMon,	
  
physical	
  layer)	
  e.g.,	
  [10]	
  
• Model	
  based	
  on	
  experiments	
  with	
  real	
  systems	
  	
  	
  	
  
• Enables	
  formal	
  analysis	
  of	
  DB	
  protocols	
  	
  
• Captured	
  new	
  aUacks	
  on	
  DB	
  that	
  we	
  missed	
  in	
   

the	
  informal	
  analysis	
  

[10] Patrick Schaller, Benedikt Schmidt, David Basin, Srdjan Capkun 
Modeling and Verifying Physical Properties of Security Protocols for Wireless Networks, IEEE CSF 2009



From	
  Ranges	
  to	
  Loca:ons



Distance	
  Bounding

• P	
  can	
  always	
  pretend	
  to	
  be	
  further	
  from	
  V	
  
• M	
  can	
  always	
  convince	
  P	
  and	
  V	
  that	
  they	
  are	
  further	
  away	
  

=>	
  Distance	
  enlargement	
  is	
  easy,	
  distance	
  reduc7on	
  is	
  
prevented	
  using	
  distance	
  bounding	
  protocols	
  
!

M

P’

d
V P

P’

V P

d = (tr-ts-tp)c/2

tp<< tr-ts

t

t

}

Ranging

M



From	
  Ranges	
  to	
  Loca:ons?

Distance	
  enlargement	
  is	
  easy,	
  distance	
  reduc:on	
  is	
  prevented	
  
using	
  distance	
  bounding	
  protocols	
  
• So	
  can	
  we	
  use	
  DB	
  to	
  realize	
  Loca2on	
  Verifica:on	
  or	
  Secure	
  

Localiza2on	
  using	
  Distance	
  Bounding	
  protocols?

V1

P

V2

V3

P’



Verifiable	
  Mul:latera:on	
  [12]

1. Verifiers	
  (known	
  loca:ons)	
  form	
  a	
  verificaMon	
  triangle.	
  
2. Based	
  on	
  the	
  measured	
  distance	
  bounds,	
  compute	
  the	
  

loca:on	
  of	
  the	
  Prover.	
  
3. If	
  the	
  computed	
  locaMon	
  is	
  in	
  the	
  verificaMon	
  triangle,	
  the	
  

verifiers	
  conclude	
  that	
  this	
  is	
  a	
  correct	
  locaMon.

V1 V2

V3

P

P’

d1 d2

d3

d2’

P→P’ => d2’<d2

[12] S.Capkun, J.P. Hubaux, 
Secure positioning of wireless devices with application to sensor networks, INFOCOM 2005



Verifiable	
  Mul:latera:on	
  [12]

Proper:es:	
  
1. P	
  cannot	
  successfully	
  claim	
  to	
  be	
  at	
  P’≠P,	
  where	
  P’	
  is	
  within	
  the	
  triangle	
  
2. M	
  cannot	
  convince	
  Vs	
  and	
  P	
  that	
  P	
  is	
  at	
  P’≠P	
  where	
  P’	
  is	
  within	
  the	
  triangle	
  
3. P	
  or	
  M	
  can	
  spoof	
  a	
  locaMon	
  from	
  P	
  to	
  P’	
  where	
  P’	
  is	
  outside	
  the	
  triangle

V1 V2

V3

P

P’

d1 d2

d3

d2’ P→P’ => d2’<d2

P’



!

!

Lessons	
  learned:	
   
With	
  distance	
  bounding	
  we	
  can	
  enable	
   
Secure	
  Localiza7on	
  (prevent	
  spoofing)	
  

and	
  Loca7on	
  Verifica7on 
!

LocaMon	
  VerificaMon	
  remains	
  vulnerable	
  to	
  
a?ackers	
  with	
  several	
  carefully	
  placed	
  devices.	
  



!

now	
  that	
  we	
  have	
  Distance	
  Bounding	
  ...



Message	
  AuthenMcaMon	
   
Based	
  on	
  Absence	
  Awareness

!
!
!
!
!
!
!
!
!
The	
  protocol	
  needs	
  to	
  ensure	
  that	
  (derived)	
  key	
  is	
  bound	
  to	
  
distance.	
  [11]

B B

A

[11] Kasper Bonne Rasmussen, Claude Castelluccia, Thomas S. Heydt-Benjamin, Srdjan Capkun 
Proximity-based Access Control for Implantable Medical Devices, ACM CCS 2009



Diffie-­‐Hellman	
  with	
  Distance	
  Bounding



!

!

Lessons	
  learned:	
   
Absence	
  awareness	
  can	
  enable	
  authenMcaMon. 

 
Presence	
  awareness	
  can	
  enable	
  authenMcaMon.	
  

(not	
  covered	
  in	
  this	
  talk)



What	
  about	
  GPS?	
  

• Satellites	
  broadcast	
  naviga:on	
  signals	
  
• GPS	
  RECEIVERS	
  (i.e.,	
  not	
  intended	
  to	
  transmit	
  signals	
  back	
  to	
  

the	
  satellites)	
  
• One	
  cannot	
  use	
  distance	
  bounding	
  to	
  protect	
  this	
  naviga:on	
  

system	
  



some	
  :me	
  ago	
  ...	
  



and	
  more	
  recently	
  ...



and	
  more	
  recently	
  ...



Global	
  Posi:oning	
  System

GPS	
  specs:	
  
• 1.57542	
  GHz	
  (L1)	
  and	
  1.2276	
  GHz	
  (L2),	
  CDMA	
  SS	
  	
  
• The	
  C/A	
  code	
  (civilian	
  use)	
  1.023	
  Mchips/s,	
  P	
  code	
  
• L1	
  carrier	
  is	
  modulated	
  by	
  both	
  C/A	
  and	
  P	
  codes,	
   

L2	
  only	
  modulated	
  by	
  P	
  code;	
  P	
  can	
  be	
  encrypted	
  P(Y)	
  
• Naviga:on	
  data	
  rate:	
  50	
  b/s	
  

GPS	
  security:	
  	
  
• Today,	
  anyone	
  can	
  generate	
  (civilian)	
  GPS	
  signals	
  (public	
  

data	
  and	
  public	
  spreading	
  codes)	
  
• Military	
  GPS	
  uses	
  secret	
  spreading	
  codes	
  	
  

• Code	
  distribu:on	
  prevents	
  the	
  use	
  of	
  military	
  GPS	
  
• In	
  large	
  %	
  of	
  opera:ons	
  agencies	
  s:ll	
  use	
  civilian	
  GPS



Global	
  Posi:oning	
  System

Receiver	
  computes	
  its	
  locaMon	
  and	
  synchs	
  to	
  the	
  satellite	
  clocks	
  
• Satellites	
  are	
  (mutually)	
  :ghtly	
  synchronized	
  (tS)	
  	
  

system	
  (satellite	
  :me)
local	
  (receiver	
  :me)

L1S

L2S L3S

L34S

tsend

L	
  

tr1 tr2 tr3
tr4

actual	
  range

pseudo-­‐range

tsend tsend

tsend

(tsend	
  -­‐	
  tr1)	
  ·∙	
  c	
  =	
  R1	
  =	
  |L-­‐L1S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr2)	
  ·∙	
  c	
  =	
  R2	
  =	
  |L-­‐L2S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr3)	
  ·∙	
  c	
  =	
  R3	
  =	
  |L-­‐L3S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr4)	
  ·∙	
  c	
  =	
  R4	
  =	
  |L-­‐L4S|+	
  c	
  ·∙	
  δ



GPS	
  Spoofing

Receiver	
  computes	
  its	
  loca7on	
  L	
  from	
  arrival	
  7mes	
  =>	
    
if	
  a?acker	
  can	
  influence	
  arrival	
  Mmes	
  (pseudo	
  ranges)	
  it	
  can	
  spoof

L1S

L2S L3S

L34S

tsend

L	
  

tr1 tr2 tr3
tr4

actual	
  range

pseudo-­‐range

tsend tsend

tsend

(tsend	
  -­‐	
  tr1)	
  ·∙	
  c	
  + Δ1 =	
  R1	
  =	
  |L-­‐L1S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr2)	
  ·∙	
  c	
  + Δ2 =	
  R2	
  =	
  |L-­‐L2S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr3)	
  ·∙	
  c + Δ3	
  =	
  R3	
  =	
  |L-­‐L3S|+	
  c	
  ·∙	
  δ

(tsend	
  -­‐	
  tr4)	
  ·∙	
  c + Δ4	
  =	
  R4	
  =	
  |L-­‐L4S|+	
  c	
  ·∙	
  δ

L’	
  
spoofed	
  locaMon

Δ1



GPS	
  Spoofing	
  

AUacker	
  can	
  
• generate	
  GPS	
  signals	
  (civilian)	
  
• re(p)lay	
  GPS	
  signals	
  (military)	
  

Legi:mate	
  GPS	
  signals	
  are	
  therefore	
  overshadowed	
  	
  
• with	
  signals	
  from	
  different	
  loca:ons	
  or	
  with	
  signals	
  from	
  	
    

a	
  “GPS	
  satellite	
  simulator”	
  
• GPS	
  signal	
  weak	
  at	
  surface	
  (10-­‐15	
  W)	
  
• the	
  original	
  signal	
  appears	
  as	
  noise	
  in	
  the	
  a?acker’s	
  signal



GPS	
  Spoofing	
  

GPS	
  signal	
  spoofing	
  
	
  	
   •	
  AUack	
  is	
  at	
  the	
  physical	
  layer	
   
	
  	
   (not	
  a	
  soeware/applica:on	
  layer	
  aUack).	
  
	
  	
   •	
  Fake	
  GPS	
  signals	
  are	
  transmiUed	
  at	
  a	
  higher	
  power.	
  
	
  	
   •	
  The	
  signals	
  are	
  craeed	
  such	
  that	
  they	
  are	
  iden:cal	
  to	
  the	
  	
   	
  
	
  	
   satellite	
  signals	
  poten:ally	
  received	
  at	
  the	
  spoofed	
  loca:on.	
  



GPS	
  Spoofing	
  



GPS	
  Spoofing	
  Detec:on

•	
  Based	
  on	
  Common	
  Receiver	
  Observables:	
  	
  
•Standardized	
  data	
  exchange	
  format	
  (e.g.,	
  NMEA)	
  outputs	
  e.g.:	
  
posi:on,	
  #visible	
  satellites,	
  :me	
  and	
  date,	
  RSSI	
  from	
  satellites	
  

•Several	
  detec:on	
  schemes	
  based	
  on	
  the	
  above	
  have	
  been	
  
proposed.	
  

•	
  Based	
  on	
  Enhanced	
  Receivers:	
  
	
  	
   •	
  Es:ma:ng	
  Angle	
  of	
  arrival,	
  carrier	
  phase	
  based	
  detec:on	
  	
   	
  
	
  	
   (introducing	
  random	
  antenna	
  mo:on)…	
  
	
  	
   •	
  Requires	
  modifica:on	
  to	
  the	
  receiver	
  signal	
  processing	
  HW



GPS	
  Spoofing	
  Detec:on

AGC	
  varies	
  the	
  gain	
  of	
  the	
  internal	
  
amplifier	
  so	
  as	
  to	
  account	
  for	
  the	
  dynamic	
  
nature	
  of	
  GPS	
  input	
  signal.	
  
Gain	
  is	
  increased	
  for	
  weak	
  input	
  signals	
  
and	
  reduced	
  for	
  stronger	
  signals.	
  
!
!
Typical	
  noise	
  floor	
  level	
  is	
  around	
  -­‐120	
  
dBm.	
  Presence	
  of	
  a	
  nearby	
  spoofer	
  could	
  
cause	
  dis:nct	
  changes	
  to	
  the	
  observed	
  
noise	
  level.	
  
!
*	
  Who’s	
  Afraid	
  of	
  the	
  Spoofer?	
  GPS/GNSS	
  Spoofing	
  
Detec:on	
  via	
  Automa:c	
  Gain	
  Control	
  (AGC),	
  Dennis	
  M	
  Akos.,	
  
Journal	
  of	
  Naviga:on.



GPS	
  Spoofing	
  Detec:on

During	
  spoofing,	
  the	
  number	
  of	
  visible	
  
satellites	
  can	
  increase	
  beyond	
  a	
  certain	
  
threshold.	
  
Typically,	
  4-­‐8	
  satellites	
  are	
  visible.	
  
!

But,	
  in	
  mobile	
  /	
  urban  
environments:	
  



GPS	
  Spoofing	
  Detec:on
AoA-­‐based	
  Detec:on



GPS	
  Spoofing	
  Detec:on
Prevent	
  Spoofing	
  Using	
  Mul7ple	
  Receivers
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GPS	
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GPS	
  Group	
  Spoofing:	
  Implica:ons

• GPS	
  precision	
  influences	
  how	
  distant	
  receivers	
  need	
  to	
  be	
  for	
  the	
   
detecMon	
  to	
  be	
  effecMve.



!

!

Lesson	
  learned:	
   
With	
  spaMal	
  diversity	
  and	
  several	
  COTS	
  

receivers	
  we	
  can	
  significantly	
  limit	
  a?acker’s	
  
spoofing	
  ability



Conclusion

• Secure	
  Localiza:on	
  /	
  Loca:on	
  Verifica:on	
  is	
  a	
  fascina:ng	
  area	
  
• Brings	
  up	
  interes:ng	
  cross-­‐layer	
  interac:ons	
    

between	
  logical	
  and	
  physical	
  layers	
  
• New	
  protocol	
  designs,	
  radio	
  designs,	
  new	
  security	
  insights,	
  

new	
  challenges	
  in	
  formal	
  protocol	
  analysis	
  
!

• Numerous	
  Applica:ons	
  	
  
• Physical	
  and	
  Logical	
  Access	
  Control,	
  An:-­‐Spoofing,	
   

Protec:on	
  of	
  Networking	
  Func:ons,	
  …	
  
!
!



!
• hUp://www.syssec.ethz.ch	
  	
  
• capkuns@inf.ethz.ch	
  

http://www.syssec.ethz.ch
mailto:capkuns@inf.ethz.ch


• Aanjhan	
  Ranganathan	
  
• Chris:na	
  Popper	
  
• Nils	
  Tippenhauer	
  
• Kasper	
  Rasmussen	
  
• Boris	
  Danev	
  
• Aurelien	
  Francillon	
  
• 	
  …


